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DETAILED ACTION 

Response to Arguments 

1. In communications filed on 7/10/2007, applicant amends claims 1 and 16. Claims 1-30 
are presented for examination. 

1 . 1 Applicant's arguments filed on 7/1 0/2007, page 6, have been fully considered, but they 
are not persuasive. Applicant argues that Sharood does not teach a network security managing 
section of a service provider. Examiner respectfully disagrees because Sharood discloses a 
monitoring facility or service provider (see column 1, Unes 41-43) that meets the recitation of a 
network security managing section that monitors usage and security within the home network 
locally or through the Internet (see column 4, lines 34-38). Applicant argues that Sharood does 
not teach a network connecting section that communicates with a network security managing 
section, this feature is not recited in the claims nor in the specification. In response to applicant's 
argument that the references fail to show certain features of applicant's invention, it is noted that 
the features upon which applicant relies (i.e., a network connecting section that communicates 
with a network security managing section) are not recited in the rejected claim(s). Although the 
claims are interpreted in light of the specification, limitations from the specification are not read 
into the claims. See In re Van Geuns, 988 F.2d 1 181, 26 USPQ2d 1057 (Fed. Cir. 1993). 
Applicant adds "it is known to one of ordinary skill in the art that the home server is 
conventionally responsible for updating and maintaining network security and not a network 
security managing section". Examiner respectfully disagrees and provides applicant with prior 
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art having a security management server or firewall manager for updating and maintaining 
network security. Upon further consideration, a new ground of rejection is set forth below. 

Claim Objections 

2. Claims 2, 3, 6-8, 10, 17, 18, 21-23, and 25 are objected to because the claims recite "the 
plurality of web terminals", the network security system, or the web terminal. The article "the" 
should be replaced by —a—. Appropriate correction is required. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject matter 
sought to be patented and the prior art are such that the subject matter as a whole would have 
been obvious at the time the invention was made to a person having ordinary skill in the art to 
which said subject matter pertains. Patentability shall not be negatived by the manner in which 
the invention was made. 

Claims 1-2, 4-6, 16-17, and 19-21 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over US Patent 6,453,687 to Sharood et al in view of US Patent Publication 
2003/0097590 to Syvanne. 

As per claim 1, Sharood et al substantially discloses a provider for use with a home 
server that communicates with a home network system, said provider comprising: network 
connection interface (such as Internet portal of fig.l and connection interfaces of fig. 3, and 
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gateway 105) (see column 3, line 58 through column 4, line 3) that meets the recitation of a 
network connecting section for use with an external network on one side of a firewall said 
network connecting section used for creating a signal pathway between said external network 
and said home server (computer system 190); Sharood et al further discloses interface 360 can 
also provide a firewall (see column 6, lines 9-13) and discloses (computer system 190 that meets 
the recitation of home server for communicating with a home network system (see column 4, 
lines 1-10 and fig. 1) and as shown in fig. 1, computer system 190 is on the other side on the 
firewall that meets the recitation of said home server is on another side on said firewall; 
Sharood et al also discloses a control server and/or monitoring facility/service provider that 
meets the recitation oi network security managing section; the control server and/or monitoring 
facility/service provider is on the same side of the firewall (see fig. 1 and fig. 3) that meets the 
recitation of a network security managing section on the same side of the firewall as said 
network connecting section, Sharood et al is silent about the network security manager initiates 
setting changes of the firewall. Syvanne in an analogous art teaches a home network protected 
by a firewall and the updates are provided by the personal firewall management (network 
security managing section) (see last three lines on page 5 continuing to page 6 in paragraph 47), 
Syvanne also discloses the invention provides advantages of a central management of personal 
firewalls (see page 2, paragraph 12), and the personal firewall management is located on the 
other side of the firewall from the device being protected which is beneficial for managing 
attacks from within the home network (see page 3, paragraph 31). Therefore, it would have been 
obvious to one of ordinary skill in the art at the time the invention was made to modify the 
system of Sharood et al to allow the service provider or the control server to perform updating 
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of security rules of the firewall so as to manage attacks from within the home network as taught 
by Syvanne. 

As per claim 16, a provider for use with a home server that communicates with a home 
network system, said provider comprising: network connection interface (such as Internet portal 
of fig. 1 and connection interfaces of fig. 3, and gateway 105) (see column 3, line 58 through 
colunm 4, line 3 and column 22, lines 58-60) that meets the recitation of an Internet connecting 
section for use with an external Internet Network on one side of a firewall, said network 
connecting section used for creating a signal pathway between said Internet Network and said 
home server (computer system 190); Sharood et al fiirther discloses interface 360 can also 
provide a firewall (see column 6, lines 9-13) and discloses (computer system 190 that meets the 
recitation of home server for communicating with a home network system (see column 4, lines 1- 
10 and fig. 1) and as shown in fig. 1, computer system 190 is on the other side on the firewall 
that meets the recitation of said home server is on another side on said firewall; Sharood et al 
also discloses a control server and/or monitoring facility/service provider that meets the 
recitation of network security managing section; the control server and/or monitoring 
facility/service provider is on the same side of the firewall (see fig. 1 and fig. 3) that meets the 
recitation of a network security managing section on the same side of the firewall as said 
Internet connecting section. Sharood et al is silent about the network security manager initiates 
setting changes of the firewall. Syvanne in an analogous art teaches a home network protected 
by a firewall and the updates are provided by the personal firewall management (network 
security managing section) (see last three lines on page 5 continuing to page 6 in paragraph 47), 
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Syvanne also discloses the invention provides advantages of a central management of personal 
firewalls (see page 2, paragraph 12), and the personal firewall management is located on the 
other side of the firewall fi-om the device being protected which is beneficial for managing 
attacks from within the home network (see page 3, paragraph 31). Therefore, it would have been 
obvious to one of ordinary skill in the art at the time the invention was made to modify the 
system of Sharood et al to allow the service provider or the control server to perform updating 
of security rules of the firewall so as to manage attacks from within the home network as taught 
by Syvanne. 

As per claims 2 and 17, Sharood et al discloses . wherein the plurality of Web terminals is 
any selected from a personal computer, a television receiver and a home electronic appliance 
(see column 4, lines 1-5 and lines 10-25). 

As per claims 4, 6, 19, and 21, Sharood et al discloses the web terminals are connected 
to service providers and new applications and upgrades of existing software can be obtained 
through the Intemet (see column 4, lines 1-5 and lines 34-47), but does not explicitly state 
upgrading the firewall. Syvanne in an analogous art teaches a home network protected by a 
firewall and the updates are provided by the personal firewall management (network security 
managing section) (see last three lines on page 5 continuing to page 6 in paragraph 47), Syvanne 
also discloses the invention provides advantages of a central management of personal firewalls 
(see page 2, paragraph 12), and the personal firewall management is located on the other side of 
the firewall fi-om the device being protected which is beneficial for managing attacks fi"om within 
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the home network (see page 3, paragraph 31). Therefore, it would have been obvious to one of 
ordinary skill in the art at the time the invention was made to modify the system of Sharood et 
al to allow the service provider or the control server to perform updating of security rules of the 
firewall so as to manage attacks from within the home network as taught by Syvanne. 

As per claims 5 and 20, the references as combined above disclose the claimed system of 
claims 4 and 19. Sharood et al further discloses service providers may remotely monitor 
security within the home (see column 4, lines 34-47) that meets the recitation of wherein network 
security managing section is to provide an optional service for security check 

4. Claims 3, 7-8, 10-14, 18, 22, 23, and 25-29 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over US Patent 6,453,687 to Sharood et al in view of US Patent Publication 
2003/0097590 to Syvanne as applied to claims 1 and 16 and further in view of US Patent 
Publication 2004/0006586 to Melchione et al. 

As per claims 3 and 18, Sharood et al substantially discloses wherein the network 
security system includes at least a firewall (see column 19, lines 20-21 and lines 33-37). 
Sharood et al is concemed about security disclosing a firewall protection against unauthorized 
access as disclosed above, but is silent about the network security system includes in addition to 
a firewall an anti-virus software. However, Melchione et al in an analogous art teaches an 
application service provider data center providing application services (see page 3, paragraph 58) 
to a customer or group of administered devices (see page 3, paragraphs 49, 54-55). Melchione 
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et al further discloses firewall and anti- virus software as examples of application services 
administered by the provider (see page 3, paragraph 58 and page 14, paragraph 212) including 
update to the anti-virus software (see page 3, paragraphs 196 and 199). Therefore, it would have 
been obvious to one of ordinary skill in the art at the time the invention was made to modify the 
system as combined above to also include anti-virus software as taught by Melchione et al. One 
of ordinary skill in the art would have been lead to do so because since the appliances are 
exposed over a public network such as the Intemet using anti-virus software would provide 
additional protection against potential threats such as viruses as suggested by Melchione et al 
(see paragraphs 197-199 and 212). 

As per claims 7 and 22, Sharood et al substantially discloses the claimed system of 
claims 1 and 16. Sharood et al does not explicitly disclose an optional service for getting 
different connection speed based on a network parameter. However, Melchione et al in an 
analogous art teaches various fimctionalities between devices and application service provider 
data center wherein an agent can query the provider for software to be installed (see page 1 , 
paragraph 13 and page 10, paragraphs 148-149). Melchione et al discloses- network address 
translator for addressing network parameter in file sharing and using high speed link (see page 7, 
paragraphs 105-107) and fiirther discloses the server may return a list of several places where the 
software can be obtained, since the available bandwidth is different depending on which server 
or network address the device chooses, the connection speed will be affected (see page 4, 
paragraph 71 and page 10, paragraph 150) that meets the recitation of wherein the provider is 
fiirther to provide for proxy, an optional service for adjusting, a network parameter of a best- 
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effort connecting service that connection speed varies depending upon a network parameter on 
the Web terminal as interpreted by Examiner. Therefore, it would have been obvious to one of 
ordinary skill in the art at the time the invention was made to modify the system as combined 
above to provide the option of connection speed that varies because it would balance the load at 
the data center or provider; "a network traffic bottleneck at the data center can be reduced" as 
suggested by Melchione et al (see page 10, paragraph 150). 

As per claims 8 and 23, the references as combined above disclose the claimed system of 
claims 1 and 16. Melchione et al discloses monitoring for producing reports of virus infection 
including configuration and installation of software and automatically updating (see page 14, 
paragraph 212) and further discloses multiple available proxy servers can be helpful in case one 
proxy fails (see page 13, paragraph 189) that meets the recitation of wherein the provider is 
further to provide an optional service for restoring, for proxy, from a failure in the event of a 
failure on the network system caused due to new or unknown security hole or virus. The 
availability of other proxy servers in case of failure of a proxy as interpreted by Examiner is an 
optional service for restoring for proxy from an unknown security hole. Therefore, it would have 
been obvious to one of ordinary skill in the art at the time the invention was made to modify the 
system as combined above to provide way for restoring in case of failure as suggested by 
Melchione et al (see page 13, paragraphs 189-190) so as to keep the network functioning. 

As per claims 10 and 25, Melchione et al further discloses billing for application services 
so that the customer provides compensation to the service provider for the services (see page 4, 
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paragraphs 62-63). It would have been obvious to one of ordinary skill in the art to modify the 
system as combined above to bill the user such as providing monthly subscription as disclosed 
by Melchione et al so as to compensate the service provider for the application services (see 
page 4, paragraph 63). 

As per claims 11-14 and 26-29 these claims recite similar limitations as claims 5-9 and 
20-24 respectively except for charging (make a bill) for the services disclosed in the rejection of 
claims 5-9 and 20-24, Melchione et al further discloses billing for application services so that 
the customer provides compensation to the service provider for the services (see page 4, 
paragraphs 62-63) and suggests a contractual agreement by paying a monthly fee to acquire 
access to the application services (see page 14, paragraph 201). Therefore, it would have been 
obvious to one of ordinary skill in the art to modify the system as combined above to bill the user 
for the services listed in claims 5-9 and 20-24 as suggested by Melchione et al above so as to 
compensate the service provider such as providing monthly subscription for the application 
services (see page 4, paragraph 63 and page 14, paragraph 201). 

5. Claims 9, 15, 24, and 30 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
US Patent 6,453,687 to Sharood et al in view of US Patent Publication 2003/0097590 to 
Syvanne as applied to claims 1 and 16 and further in view of US Patent 6,542,897 to Lee. 

As per claims 9 and 24, Sharood et al discloses the claimed system of claims 1 and 16. 
Sharood et al suggests service companies to offer remote monitoring facilities to reduce the 
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cost of repairs for all such connected appliances (see column 25, lines 15-20). Sharood et al 
does not explicitly disclose an optional service for a user to take a commentary lecture on 
network security, which is interpreted as an on-line help or support documentation on the 
connected appliances, Lee in an analogous art teaches providing customer support service with 
respect to a customer product using the Internet including on-line help and docxmientation with 
respect to specific client support services (see abstract and column 2, lines 30-58; figures 4, 6, 
and 13-15). Lee further discloses (column 1, line 48 through column 2, line 15) several prior art 
documents for providing on-line help and documentation with respect to specific client support 
services to reduce product support costs and improve customer satisfaction. Therefore it would 
have been obvious to one of ordinary skill in the art at the time the invention was made to 
modify the system as combined above to provide to the user an optional service, referring the 
user to on-line documentation or on-line help with respect to connected network devices as 
suggested by Lee because the additional support service would ensure high level customer 
satisfaction and minimize after-service cost as suggested by Lee (see column 2, lines 10-15). 

As per claims 15 and 30, the references as combined above disclose the claimed system 
of claims 9 and 24. Lee discloses an improvement to reduce service costs. It is apparent that the 
service proposed by Lee can be offered for a small service charge since it is faster and ensure a 
higher level of customer satisfaction than prior services. Therefore, it would have been obvious 
to one of ordinary skill in the art at the time the invention was made to bill for the support service 
as disclosed in Lee so as to compensate the provider and allow the service to be maintained. 
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Conclusion 

6. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure as the art teaches many of the claimed features regarding network security manager 
managing and updating firewall, (see PTO-Form 892). 

6. 1 Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Carl Colin whose telephone number is 571-272-3862. The 
examiner can normally be reached on Monday through Thursday, 8:00-6:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser G. Moazzami can be reached on 571-272-4195. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. Information 
regarding the status of an application may be obtained from the Patent Application Information 
Retrieval (PAIR) system. Status information for published applications may be obtained from 
either Private PAIR or Public PAIR. Status information for unpublished applications is available 
through Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the 
Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from 
a USPTO Customer Service Representative or access to the automated information system, call 
800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Cari Colin/ 

Patent Examiner, A.U. 2136 
September 18, 2007 
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